I[TAMATKA T10 BE3OITACHOCTHU B CETU UHTEPHET

MamsaTka no 6e3onacHocTu B MHTepHeTe
C KaxAablM roAoM MOJIOAEXW B WHTEPHETE CTaHOBWUTbCA Oonblue, a LWKONAbHUKN OAHW W3 CaMbIX aKTUBHbIX
nonb3oBaTenen PyHeTa. Mexay TeM, MOMMMO OFPOMHOI0 KOJIMYECTBA BO3MOXHOCTEN, MHTEPHET HeceT n npobnemsl.
STa naMsATKa Ao/HKHa noMoyb Tebe 6e30macHO HaxoAUTLCH B CETU.
KoMmnbtoTepHble BUPYCbl
KOMMbIOTEPHbBIN BMPYC — 3TO Pa3HOBMAHOCTb KOMMbIOTEPHbIX MPOrpaMM, OTANYUTENBHON OCOBEHHOCTbIO KOTOPOM
ABNSAETCS CNOCOOHOCTb K pa3MHOXeHWo. B pgononHeHwe K 3TOMY, BMPYCbl MOTyT MOBPeAUTb WMAW MOJSIHOCTbIO
YHUYTOXUTb BCe avnbl M AaHHble, MOAKOHTPOJIbHble MOSIb30BaTeNto, OT WMMeHW KoToporo O6bina 3anylieHa
3apaxxéHHas nporpamma, a Takxe NoBpeaAuTb UK AaXe YHUUTOXMUTb ONepaumoHHYI0 CUCTEMY CO BCeMU darnamun B
uenom. B 6onblINHCTBE ClyyaeB pacnpoOCTPaHSATCS BUPYChbl Yepe3 MHTEPHET.
MeToAabl 3aWUnUTbI OT BpP€AOHOCHbIX NporpamMmmMm:
° Mcnonb3yin coBpeMeHHble OMnepauuoHHble CUCTEMbl, UWMelLWKne CepbE3HbI  ypOBEHb 3alWuTbl OT
BPeAOHOCHbIX MporpamMm;
MocTosAHHO ycTaHaBnuBail nayt (UndpoBble 3ansaTku, KOTOpble aBTOMaTUYeCKW YCTaHaBMBAKTCS C
Lenblo AopabTku nporpaMmbl) U Apyrue o6HOBEHMS CBOElM onepaunoHHON cucteMbl. CkaumBam UX TOJIbKO
Cc oduumanbHoro camTta paspaborumka OC. Ecnu cywectByeT pexuMm aBTOMaTU4YecKoro o6HOBneHus,
BKJIIOYM €ro;
PaboTtaln Ha cBoeM KOMMblOTEpPE MOA MpaBaMu MOsb30BaTens, a He aAMWHUCTPaTopa. 3TO He MO3BOSUT
60NbLWIMHCTBY BPEAOHOCHbLIX MPOrpamMM UHCTaNIMPOBATbLCA Ha TBOEM NMepCOoHaNlbHOM KOMMblOTEPE;
Mcnonb3yn aHTMBMpPYCHble MpOrpaMMHble MPOAYKTbl M3BECTHbIX MPOU3BOAUTENEN, C aBTOMATMYECKUM
obHoBNeHneM 6as;
OrpaHnyb GU3NYECKUI AOCTYN K KOMMNbIOTEPY ANS MOCTOPOHHUX NULL;
Mcnonb3yi BHELWHME HOCUTENN MHOPMaLMK, Takme Kak drewka, AUCK au gann U3 uHTepHeTa, TOJIbKO
13 npodepeHHbIX NCTOYHUKOB;
He oTkpbiBa KoMmnbiloTepHble daisbl, MOsyYeHHble U3 HeHaAéXHbIX WCTOYHMKOB. [axe Te dalinbl,
KOTOpble Npucnan TBOK 3HAKOMbIN. Jlyyllue yTOYHM Y Hero, oTnpasnsna nn oH Tebe mx.
CeTn WI-FI
Wi-Fi - 3TO0 He BmA Nepepayu AaHHbIX, HE TEeXHOoJIoruMsi, a Bcero nuwb 6peHa, mapka. Ewe B 1991 roay
HuAepnaHAcKas KoMmnaHusa 3apeructpupoBana 6peHa <«WECA», 4yTto o0603Havano cnoBocoyeTaHue
«WirelessFidelity», koTopbii nepeBoauTCs Kak «becrnpoBogHas TOYHOCTb». [l0 Hawero BpeMeHW Aaolna
aopyras abbpeBmaTypa, KoTopas SIBASETCS TaKkol e TexHonorueih. D70 abbpesuatypa «Wi-Fi». Takoe
Ha3BaHWe 6bI10 AaHO C HAMEeKOM Ha CTaHAapT BbICWIMM 3BYKOBOW TexHWkM Hi-Fi, 4uTo B nepeBoae o3HauvaeT
«BblCOKas TOYHOCTb».

[a, 6ecnnaTHbIl WUHTEpHeT-AOoCTYNn B Kade, oTensx M asponopTax SABASAETCS OT/IMYHOW BO3MOXHOCTbIO
BbIX0O4a B MHTEpHEeT. Ho MHorme aKcnepTbl cyuTaloT, 4YTOo obuwenocTynHble Wi-Fi ceTm He aBnswTCs
6e3onacHbIMU.

CoBeTbl No 6e3onacHocTM paboTe B 06wenocTynHbix ceTax Wi-fi:

He nepepnaBait CBOKO NMYHYHO MHPOpMaUmMio Yyepe3d obuenoctynHble Wi-Fi cetu.
PaboTtas B HMX, XenaTesbHO He BBOAWTb Maposn AOCTyna, JIOMMHbI U Kakne-To
HOMepa;

Mcnonb3y M O6HOBAAN aHTUBUPYCHble MporpaMMmbl M 6paHamayep. Tem
caMbIM Tbl 06e3onacuilb cebs OT 3aKayku BUpyca Ha TBOE YCTPOWCTBO;

Mpn ncnone3oBaHum Wi-Fi oTknoumn dyHkumio «O6wmii goctyn k dannam um
npuHTepam». [aHHas QYHKUMS 3aKpblTa MO YMONYaHMIO, O4HAKO HEeKOoTopble
nonb3oBaTeNN aKTUBUPYKT €€ ans yaobctBa mcnonb3oBaHus B paboTe wam
yuebe;

He wncnonb3yin nybnandynbin WI-FI gns nepenayum nuuHbIX AaHHbIX, HanpuMmep
A5 BbIXO4a B COUManbHble CETU UN B 3NIEKTPOHHYIO MOYTY;

Mnonb3yn TONbKO 3awnueHHoe coeanHeHune depes HTTPS, a He HTTP, T.e.
npu Habope Beb6-agpeca BBoan MMeHHO «https://»;

B ™MobunbHOM TenedoHe oTkAo4UM dyHKkuno «lMoakntodeHne k Wi-Fi
aBToMaTuyeckm». He pgonyckah aBTOMATUUYECKOro MNOAK/OYEHUS YCTPOMUCTBA K
cetam Wi-Fi 6e3 TBoero cornacus.

CouuarnbHble ceTn
CoumanbHble CETM aKTUBHO BXOAAT B Hally XW3Hb, MHOrme nwoau pabotaloT um
XXMBYT TaM MNOCTOSIHHO, a B Facebook y)xe 3aperncrpmpoBaH Muinnapa 4YenoBek,
UTO ABNSETCHA OAHOW CeAbMOMN BCEX XWUTENEN NnaHeTbl. MHOorne nosb3oBaTeNin He
MOHMMAIOT, YTO MHGOpPMauMsl, pasMelleHHass MU B COUMANbHbIX CETHAX, MOXET
ObITb HalgeHa M WUCNOJIb30BaHa KEM YrogHo, B TOM 4ucje He o06s3aTeflbHO C
6narmmMn HamepeHuUsMHN.

OCHOBHbIe cOBeTbl N0 6€30NacHOCTU B COLMAJIbHbIX CETAX:
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OrpaHunub cnucok apy3en. Y Tebs B Apy3bSAX HE AO/MKHO 6biTb Cly4YanHbIX U
HEe3HaKOMbIX NOAEN;

3awmuam CBOK YacTHYK XM3Hb. He ykasbiBal naponu, TenedoHbl, agpeca,
[aTy TBOEro poXAeHUs U ApYryt ANYHY0 nHdopMaunto. 310yMblUAEHHUKN MOFYT
NCrnonb3oBaTb Aaxe MHMOpPMaLUIO O TOM, KakK Tbl U TBOW pOAUTENN MNNaHUpyeTe
MpPOBECTU KaHUKYIbI;

3awmulanm CBO penyTaumio - AepXu ee B UYMCTOTe U 3apaBan cebe BONpPOC:
xoTen 6bl Tbl, 4TO6bI Apyrve nofb3oBaTenu BUAEAW, 4UYTO Tbl 3arpyxaewb?
MoaoyMam, npexae 4yeM 4yto-To onybnmKkoBaTb, HaNUCaTb U 3arpy3uTb;

Ecnn Tbl roBopulb C AOABMWU, KOTOPbIX He 3Haelwb, He WUCNOSb3yMW CBOe
peanbHOe UMSA U APYTYH0 JIMYHYIO MHMOPpMaUUn: UMSA, MeCTo XWUTenbCTBa, MecTo
y4debbl 1 npoyee;

N3b6erain pasmelweHunsa dotorpacduin B NHTepHeTe, roe Tbl M306pa)keH Ha
MECTHOCTM, MO KOTOPOI MOXHO onpeaennTb TBOE MeCTOMONoXKeHNE;

Mpu perncTpaummn B couManbHON CeTU HeobXOoAMMO MCMO/b30BaTb CAOXHbIE
naposn, cocrosumne us 6yks n undp 1 ¢ KOINYeCTBOM 3HAKOB He MeHee 8;

Ons coumanbHOW CeTU, NoYTbl U APYrnx CanToB HeOoH6XO0AMMO MCMOb30BaTb
pa3Hble naponu. Torga ecnun Tebs B3/OMalT, TO 3/I0YMbIWIEHHUKW nofay4yaT
AOCTYyn TONIbKO K O4HOMY MeCTy, a He BO BCe cpasy.

DNEKTPOHHbIE JeHbrn
3J'IeKTp0HHbIe AEHbI’M — 3TO OYEHb y,D,06HbII7I cnoco6 I'IﬂaTe)KeVI, OAQHaKO CyLlecTBYHOT MOWWEHHUKHKU, KOTOpPblE
XOTAT noNnyynTb A’ AEeHbrn.

3}'IeKTpOHHbIe A€Hbr'nM NoOABUINCb COBCEM HEAABHO U MMEHHO M3-3a 3TON0 BO MHOIMNMX rocyaapcCcrtBax A0 CUX
nop He nponncaHo Npo HUX B 3aKOHaxX. B Poccuun xe OHU beHKLl,I/IOHI/IpyPOT M O HUX YyXe nponncaHo B
3aKOoHe, rae ux pas3gendarT Ha HECKOJZIbKO BMAOB — AaHOHUMHbIE U HE aHOHWMHBbIE. Pa3Huua B TOM, 4TO
AdHOHWMHBbIE - 3TO T€, B KOTOPbIX pa3pellaeTcda npoBoaAnTb onepaunu 6es I/ILI,EHTVICbVIKaU,VIVI nonb3oBaTend, a
B HEAHOHUMHDbIX I/I,D,eHTVICbVIKaLI,VIVI nonb3oBaTens ABNAETCA obsizaTenbHON.

Takxe cfiedyeT pasnuuyatb >S/EKTPOHHblEe dUaTHble AeHbrM (paBHbl rOCYAAapPCTBEHHbIM BaloTaM) U
3/1EKTPOHHblE HedMaTHbIE AeHbIM (He paBHbl FOCYAApPCTBEHHBLIM BaloTaM).

OCHOBHbIe coBeTbl N0 6e3onacHoi paboTe C 3/1IeKTPOHHbIMU AA€HbraMu:

o [IpUBSXM K CcUYETY MOBUNbHbIN TenedoH. DTO caMbiii YA06HbIN U B6bICTPbIN CNoco6 BOCCTAHOBUTL AOCTYMN K
cyeTy. lMpuBsizaHHbIN TenedoH MOMOXET, ecnu 3abyfellb CBOM MNaTEXHbIM Naposb WM 3anaellb Ha
CalT C HE3HAKOMOro YCTPOMNCTBa;
Mcnonb3yi ogHopa3oBble naponu. locne nepexoaa Ha yCcuieHHyo aBTopu3aumio Tebe yxe He byaer
yrpoxaTb ONacHOCTb KPaXw WAn nepexsaTa NiaTeXHoro napons;
Bbibepun cnoxHbii naponb. MpecTynHuMkaMm 6yaeT He MpOCTO yraAaTb COXHbIA naposb. HaaexHbie
naponn — 3TO Maposn, KOTopble coAepXaT He MeHee 8 3HAKOB W BK/OYAlOT B cebss CTPOUHble U
MpOnUCHble BYKBbI, LUNdpPbl U1 HECKONbKO CUMBOJIOB, TakMe Kak 3HakK Aosnapa, pyHTa, BOCKIMLATENbHbIN
3Hak u T.n. Hanpumep, $tRONg!;;
He BBOAM CBOM NIMYHbIE Aa@HHble Ha caliTaX, KOTOPbIM He AoBepsieLlb.
DNeKTpPOHHas rnoyrta
DneKTpOHHas noyTa — 3TO TEXHOJOMMS U NpeAoCTaBiieMble €K YC/Iyrn No Nepecbisike N NoSyYEHUIO 3/TEKTPOHHbIX
COoOb6LLEHWNIA, KOTOPbIE pacnpeaenstoTcss B KOMMNbOTEPHON ceTu. O6bIYHO 3NEKTPOHHbLIM MOYTOBbLIN SLWNK BbIFISANT
cneagyrowmum obpasoM: uMsA_nonb3oBatena@umsi_aoMeHa. Takxe KpoMe nepefadM MpocToro TeKCTa, uMmeeTcs
BO3MOXHOCTb nepegaBaTtb anbl.

OCHOBHbIe coBeTbl N0 6e3onacHo paboTe C 3/1IeKTPOHHOMN NMOUTOM:

e Hapno BbibpaTb MpaBWbHbLIA MOYTOBLIN CEPBUC. B MHTEpHETE eCTb OrpoMHbIN BbI6GOp HecniaTHbIX MOYTOBbIX
CepBMCOB, O4HAKO Nyylle A0BEPSATb TEM, KO0 3Haellb MU KTO NepBbIi B pEUTUHTE;
He ykasbiBali B IMYHOM NouTe NMYHYI MHDOpMauuto. Hanpumep, nydlie BbibpaTh «My3blKasbHbl_daHaT@»
nnn «pok2013» BMecTo «TeMal3»;
Mcnonb3yn AByXaTanHyto aBToOpM3aumnio. OTO KOraa NMOMUMO NMaponst HYXXHO BBOAWTb KOA, MPUCHIIaeMbli
no SMS;
Bblbepun CroXHbIM naponb. [Ns KaXx4oro NoYToBOro swmka Ao/mkeH 6biTb CBOM HaAEXHbIN, YCTOMYMBLIN
K B3/10My NapoJsib;
Ecnun ecTb BO3MOXHOCTb HanmcaTb CaMOMy CBOM JIMYHbIA BOMPOC, UCMOMb3YH 3TY BO3MOXHOCTb;
Mcnonb3yn HECKONbKO MOYTOBbLIX ALWWKOB. [epBbIi 4519 YAacTHOM Mepenuckn ¢ agpecatamMm, KOTOpPbIM Thbl
noBepsielb. DTO 3/IEKTPOHHbLIA agpec He HaA0 UCMOoJb30BaTbh NPU perncTpaunm Ha dopymax 1 cantax;
He oTkpbliBal annbl 1 gpyrue BAOXEHMS B NMUCbMax AaXXe eCNv OHW NPULLIN OT TBOUX Apy3en. Jlydwe
YTOUYHW Y HUX, OTNPABASAAM NN OHWN Tebe 3T dalnbl;
Mocne okoHYaHMs paboTbl Ha MOYTOBOM CEpPBUCE Nepes 3aKpbliTUeM BKNaAKM C CANTOM He 3abyab HaxaTb
Ha «BbInTu».
KnbepbynnuHr niz BMPTYyallbHOE n3aeBaTenbCTBO

KnbepbynnuHr — npecnegoBaHme coobuweHuamu, coaepxawumm ockopbneHus, arpeccuio, 3anyrmBaHue;
XYNMraHCTBO; coumnanbHoe 60KOTUPOBaHWE C MOMOLLBIO Pas3sIMYHbIX UHTEPHET-CEPBUCOB.
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OcHoBHbIe coBeTbl N0 60pbbe c kNbepbynnMHrom:

He 6pocaricsa B 6on. Jlyywmnii cnocob: nocoBeToBaTbCA Kak cebs BeCTU U, eClinm HeT Toro, K KOMY MOXHO
06paTuTbCA, TO BHayane ycrnokouTbcsl. ECnv Tbl HauHelwb OoTBeYaTb OCKOPGMEHUSIMU Ha OCKOpGIeHUsi, TO
TONbKO elle 6onblue pasoxxelwb KOHDINKT;

Ynpasnsai cBoen knbeppenyTtaumen;
AHOHUMHOCTb B C€TU MHUMas. CyLeCcTBYIOT CNOCO6bl BbIICHUTb, KTO CTOUT 3@ aHOHUMHbIM aKKayHTOM;

He cTOMT BecTu XynuraHckuii o6pa3 BUPTyanbHOW XM3HU. WHTepHeT duKcupyeT BCe TBOW AEWCTBUS U
COXpaHsieT ux. Yaanutb ux 6yfeT KpaiHe 3aTpyAHUTENBHO;

Cobntopan cBov BUPTyasibHYO YeCTb CMOJOAY;
WrHopupyin eauvHU4YHbIA HeraTuB. OfHOpa3oBble OCKOPOGWUTENbHbIE COO6LUEHUS Jly4ylle WrHOPUPOBaTb.
O6bIYHO arpeccusa NpekpallaeTcs Ha HadyanbHOW cTaauu;
BaH arpeccopa. B nporpamMMax o6MeHa MrHOBEHHbIMW COOBGLEHMAMWU, B COLUMANbHbIX CETAX €CTb
BO3MOXHOCTb 6JIOKMPOBKM OTMPaBKU COOGLLUEHNI C ONpeaeneHHbIX aapecoB;
Ecnu Tbl cBMAeTenb knbepbynnuHra. TBou AeNCTBUS: BbICTYNUTbL NPOTUB NpeciefoBaTesns, nokasaTb emy,
YTO ero AeiCTBUA OLEHMBAIOTCS HEraTUBHO, NMOAAEPXATb XEPTBY, KOTOPOM HyXHa NcUxXosiormyeckas
NMoMoLLb, COOBLMUTL B3POCbIM O hakTe arpecCMBHOrO NOBeAEHMUS B CETU.
Mo6unbHbIN TenedoH
CoBpeMeHHble cMapT@OHbI M MAaHLWeTbl cofepxaT B cebe BMosHe B3pOC/blii PyHKLMOHAM, U TeNepb OHU MOryT
KOHKYpPUpOBaTb CO CTaUMOHApHbIMK KOMMbloTepamMu. OAHAKO, CPeACTB 3alMTbl ANS MOAOGHbLIX YCTPOMCTB Moka
ouyeHb Mano. TecTMpoBaHWE M MOUCK YS3BMMOCTEW B HUX MPOUCXOAUT HE Tak MHTEHCUBHO, Kak Ans MK, To xe camoe
KacaeTcst U MOBUIIbHbIX NPUNoXeHWUA. COBPEMEHHbIE MO6U/IbHbIE 6pay3epbl yXXe NPaKTUYeCKy AOrHaIN HACTOJbHbIE
aHanory, ogHako pacluvpeHve GyHKLMOHaNa BneyeT 3a co60i 60MbLY0 CTOXHOCTb U MEHbLUYIO 3aLUWLLIEHHOCTb.
[aneko He Bce NPOU3BOAUTENN BbIMyCKAalOT OGHOB/EHMS, 3aKpbiBalowue KpUTUYECKME YS3BMMOCTU A1S CBOWX
YCTPOWCTB.
OcHoBHbIe coBeTbl Ansi 6ezonacHOCcT MO6unbHOro tenecgoHa:
Huuero He sABnsieTcs no-HacTosweMy 6ecnnaTtHbiM. Byab ocTopoxeH, BeAb koraa Tebe npeanaraiooT
6ecnnaTHbIi KOHTEHT, B HEM MOTYT 6bITb CKPbITbl Kakne-To niaTHble YCiyru;
[ymalii, npexae 4yeM oTnpaButb SMS, $hoTo MAM BUAEO. Tbl TOYHO 3HAEWb, rAe OHW 6yAyT B KOHEYHOM
utore?
Heo6x04MMO 06HOBNSATL ONEPALMOHHYI0 CUCTEMY TBOEro cMapTdoHa;
Mcnonb3yit aHTUBMPYCHbIE MPOrpaMMbl ANsi MOBUIbHbLIX TenedOoHOB;
He 3arpyxai NpuioXeHWs OT HEeW3BECTHOrO0 WCTOYHWMKA, BeAb OHW MOryT COAepXaTb BpeAOHOCHOe
nporpaMMHoe obecneveHuve;
Mocne Toro Kak Tbl BbliAeWb C caiTa, rae BBOAW NIMYHYO MHDOPMaLMio, 3aiiaM B HacTpoiku bpaysepa
n ypnanu cookies;
Mepunoanyeckn NpoBepsit kKakne nnaaTHble YCNyrM akTMBUMPOBaHbl Ha TBOEM HOMEpE;
[aBaii cBoi HoMep MO6UNbHOMO TenedoHa TONbKO NIOASM, KOTOPbIX Thl 3HAEllb W KOMY AOBepsiellb;

. Bluetooth gomxeH 6biTb BbIK/OUYEH, KOrAa Tbl UM He MoJib3yellbcsi. He 3abbiBaii MHOMAA NpoBepsATb 3TO.
Online urpbl
CoBpeMeHHble OHNaWH-Urpbl — 3TO KpacouyHble, 3axBaTbiBalolMe pasBieyeHus, 06beAUHSIIoLME COTHU ThiCsAY
yenoBek Mo BCeMYy MMpY. Mrpoku MccneaytoT AaHHbIA MM MUp, 0oBLlatoTcs APYr C APYroM, BbIMOJHAIOT 3a4aHus,
CpaXalTCcsi C MOHCTpPaMyM UM MOyyalT OnbIT. 3a YyAOBOMBbCTBME OHW NAATAT: MOKYMaloT AWUCK, OnJavyuMBatoT
aboHeMeHT unu npuobpeTatoT Kakune-To onuuu.

Bce 3T cpeacTBa MAYT Ha MoALEpPXaHWE M pasBUTUE UTPbl, @ TakXe Ha caMy 6e30MacHOCTb: COBEpPLUEHCTBYOTCA
CMUCTEMbl aBTOPWM3aLMKM, BbINyCKaTCS HoBble naTyuM (UMdpoBble 3anfaTku ANs NporpaMMm), 3aKpblBalOTCS
YA3BMMOCTW CepBepOB. B Nofo6HbIX Urpax CTOMT onacaTbCs HE CTOJIbKO CBOMX COMEPHMKOB, CKOIbKO KpaXKu TBOEro
napornsi, Ha KOTOPOM OCHOBaHa cMCTeMa aBTOpU3auun 60MbLUNMHCTBA Urp.

OcHoOBHbIe coBeTbl N0 6e30NacHOCTU TBOEro MrpoBOro aKkKayHTa:

Ecnu gpyron wrpok BeaeT cebs nnoxo wunm cospaet Tebe HenpusiTHOCTWU, 3ablokupyi ero B cCrvcke
WUIpOKOB;

Moxanyhcs agaMMHMCTpaToOpaM Wrpbl Ha MJ0OX0€ MNOBeAEeHWe 3TOro WMrpoKa, XenaTesibHO MPUIoXUTb
Kakume-TO foKasaTesbCTBa B BUAE CKPUHOB;

He ykasbiBal nInM4Hy0 MHGpOpMaumio B npodanne urpbl;

YBaxkan Apyrux y4acTHUKOB MO Urpe;

He yctaHaBnuBan HeoduumnanbHble NaTym U MOAbI;

Mcnonb3yi CnoXHble U pa3Hble Naposnu;

[axe BO BpeMs Urpbl He CTOUT OTKJOYaTb aHTMBMpPYC. [oKa Tbl Mrpaelb, TBOW KOMMbOTEP MOryT
3apasuTb.

OUWKNHI nnu KpaXa JIMYHbIX AAaHHbIX
O6bI4HOM KpaXkel AeHer U AOKYMEHTOB CerofHs yXe HUKOro He yamBufllb, HO C pa3BUTUEM MHTEPHET-TEXHOIOMMNA
3/10YMbIWIEHHUKN MEepeMecTUINCb B UHTEPHET, U MPOAO/IKAIT 3aHUMaTbCs «106UMMbIM» AefnioM. Tak nosBuIachb
HOBasi yrposa: MWHTEPHET-MOLWEeHHMYecTBa WM GUWKWHT, T[faBHas Ueflb KOTOPOro COCTOMT B MOJTyYeHUu
KOH®UAEHUNANbHbBIX AaHHbIX MOSb30BaTeNel — JIOFMHOB M naponei. Ha aHrnmiickom sa3bike phishing unMtaeTtcs kak
dunwunHr (ot fishing — pbibHas nosns, password — naponb).

OcHoOBHbIe coBeTbl No 6opbbe ¢ huMHIOM:

Cneaw 3a cBOMM akkayHTOM. Ecnu Tbl nofo3peBaellb, YTO TBOSI aHKeTa 6bina B3/ioMaHa, To Heo6xoaAnMo
3a6/10kMpoBaTh ee U coobLWwmMTb aAMMHUCTPATOPaM pecypca 06 3TOM Kak MOXHO CKopee;

Wcnonb3yn 6e3onacHble Be6-canTbl, B TOM YMCNE, MHTEPHET-MarasnHoB M MOUCKOBbIX CUCTEM;

Ncnonb3yn CnoxHble M pasHble naponun. TakuMm obpasoMm, ecnu Tebsi B3NIOMAT, TO 3/10YMbIWIEHHUKMN
nony4aTt AOCTYN TO/IbKO K OAHOMY TBOEMY Mpoduto B CETU, @ HE KO BCEM;
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Ecnn Tebs B3nomManu, To Heo6xoaMMO NpeaynpeauTb BCEX CBOMX 3HAKOMbIX, KOTOopble AobaBieHbl y Tebs
B ApPY3bsX, O TOM, 4TO Tebs B3/71OManu M, BO3MOXHO, OT TBOEro MMeHu byaeT pacchiyiaTbCa CnaM U CCbIIKKU
Ha PULLIMHIOBbIE CanThbl;
YcTaHoBM HagexHbI naposib (PIN) Ha MO6unbHbIN TenedoH;
OTKNIOUM COXpaHeHne napons B 6bpaysepe;
He oTkpbiBan Gannbl 1 agpyrve BIOXEHUS B NMUCbMax Aaxe eCclin OHW NpULWAWM OT TBOUX Apy3en. Jlydue
YTOYHWU Y HUX, OTMPaBAsSAN N1 OHM Tebe 3Tu dalinsl;
Lndpoas penyTtauus
LndpoBas penyTtaumss - 3TO HeraTMBHas WAM MO3uTMBHas uHdbopMauma B cetn o Tebe. KomnpomeTupytowas
MHboOpMauna pasMelleHHass B WMHTEpPHETE MOXEeT cepbe3HbiM 06pa3oM OTPa3uTbCs Ha TBOEW peasibHOW >XU3HMU.
«Lndposas penyTtaumsa» - 370 TBOM MMWUAX, KOTOpbIA opMupyeTcs M3 uHdopmaumm o Tebe B MHTepHeTe. TBOE
MeCTO XWUTeNbCTBa, y4yebbl, TBOe pMHAHCOBOE MOJSIOXKEHNE, 0COBEHHOCTN XapaKTepa M pacckasbl 0 6/M3knx — Bce
370 HakannueaeTcs B ceTwn.

MHOrMe noOApPOCTKU NErKOMbIC/IEHHO OTHOCATCA K Mybnukaumu NMYHOM MHGoOpMauunm B WHTepHeTe, He MOoHuMas
BO3MOXHbIX MOCNeACTBUIA. Thl AaXe HE CMOXEeLWb A0rafaaTbCcs O TOM, YTo doTorpadus, pasmeweHHas 5 net Hazaaj,
cTana NpUYMHON oTKasa MPUHATb Tebs Ha paboTy.

KoMMeHTapun, pa3smelleHune TBoux doTtorpaduii n apyrue A4encTBuUs MOTyT HE UCYE3HYTb Aaxe nocie Toro, Kak Tbl
MX yaanuwb. Tbl He 3Haelwb, KTO COXpaHua 3Ty WHGOpMauuto, nonasa sM OHa B MOUCKOBblE CUCTEMbI U
coXxpaHunacb M OHa, a rMaBHOEe: YTo NoAyMatoT 0 Tebe okpyXkatolee AN, KOTOpble HaNAyT U yBMAAT 3T0. HanTtu
MHMOPMALMIO MHOMO JIET CMNYCTS CMOXeT Ntobon - Kak u3 fobpbix NobBYXAEHWUN, TaK U C HAMEPEHUEM MPUUNHUTb
BpesA. OTO MOXeT 6bITb KTO YroAHo.

OCHOBHbIle cOBeTbl Mo 3awuTte UMPpPoBO penyTaumu:

Moayman, npexzae yem 4yto-To Nyb6nMkoBaTh U NepenaBaTth y cebs B 6510ore unm B coumasnbHOM ceTu;

B HacTpoikax npodunis ycTaHOBW OrpaHMYeHUss Ha MPOCMOTP TBOEero npodwuis M ero CoAepXuMmoro,

cAenan ero ToNbKO «ANa Apy3en»;

He pa3mellain n He ykasbiBal MHDOPMaLMO, KOTOpasl MOXET KOro-nnmbo ockopbnsite Mamn obuxaTtb.
ABTOpCKOE npaso
CoBpeMeHHble LWKOMbHUKN— aKTUBHble MoJib30BaTenn uMdpoBOro npocTpaHcTBa. OAHAKO Aaneko He BCe 3HaloT,
UYTO MOJSIb30BAHME MHOMMMM BO3MOXHOCTSMU UMGPPOBOro Mupa TpebyeT cobnoaeHuUs npaB Ha WMHTENNIEKTYasbHYH
COB6CTBEHHOCTb.

TepMUH «UHTENNeKTyanbHas CO6CTBEHHOCTb» OTHOCMTCS K PasfiIMyHbiM TBOPEHUSAM YEfI0BEYECKOro yMa, HaunHas C
HOBbIX M306PETEHUII M 3HAKOB, 0603HAYAKOWMX COBCTBEHHOCTb Ha MPOAYKTbI M YCAYrM , U 3aKaHuMBas KHUramu,
doTorpacdusamm, KMHOMUIbMaMu n MY3bIKaslbHbIMM NpoN3BEeAEHUSAMU.

ABTOPCKME MpaBa - 3TO MpaBa Ha MHTENIEKTyaslbHYl0 COBCTBEHHOCTb Ha MPOM3BEAEHWS HAyKuW, MTepaTypbl M
MCKyCcCTBa. ABTOPCKME MpaBa BbICTYMalOT B KAueCTBE rapaHTUKM TOro, YTO MHTENNEKTyallbHblil/TBOpUYECKUn TpyL
aBTopa He 6yAeT HanpacHblM, AacT eMy CrpaBeASiMBble BO3MOXHOCTM 3apaboTaTh Ha pesyfibTaTax CBOEro TpyAa,
MoslyyYnTb W3BECTHOCTb W Mpu3HaHWe. HWMKTO 6e3 paspellieHWss aBTopa HE MOXEeT BOCMPOM3BOAMTL €ro
NnpousBeAeHNe, pacnpocTpaHaTb, My6AMYHO AEMOHCTPUPOBATb, MpoaaBaTb, MMMOPTMPOBATb, MyckKaTb B MNpOKaT,
ny6/MYHO UCMOSHATD, noKasblBaTb/UCMNOJHATL B acupe nm pa3meLaTb B WHTepHeTe.

Mcnonb3oBaHMe «NMPaTCKOro» NporpaMMHOro obecneyeHunst MoXeT NPUMBECTM K MHOIMM pUCKaM: OT NMOTEPU AaHHbIX
K TBOMM akkayHTaMm 40 6/JI0KMPOBKW TBOEro yCTPOICTBA, rAe YCTaHOBJMIEHHbIM He ferafbHas nporpamMa. He ctout
TakXxe 3abbiBaTb, YTO CYLLECTBYET flerasibHble U 6ecniaTHble NpPorpaMMbl, KOTOPbIE MOXHO HaWTh B CETU.

30 oKkTAbps Mo BCel cTpaHe npolen eanHblin ypok 6e3onacHocTy B ceTn MIHTepHeT. B pamMkax 3Toro ypoka
B Hawel wkone 6binn nposeaeHbl 6ecenbl, Urpbl, BUKTOPUHbLI MO BOMpocaM npaBusibHOW paboTbl C MHdOpMaLuuneln B
ceT VIHTepHeT, rpaMoTHOro NoTpPebuUTEeNbCKOro NOBEAEHUS B CETWU, HaBblkaM 6€30MacHOro nosib30BaHUs UHTEPHET
pecypcamu.

MonesHble CCbIJZIKM MO TEME:
JInHna nomowm «[etn oHnamH» — 6ecnnaTtHas Bcepoccuinckaa cnyxba tenedoHHOro wm
OHM1AaH  KOHCY/bTUPOBaAHMA AN AeTen U B3pocabix  No  npobaemam 6e3onacHoro
MCMNO/Ib30BaHNS MHTEPHETA U MOBUIBLHOM CBA3W.
Fopsayas JlinHmna ®onga [pyXeCcTBEHHbIN PyHeT
LleHTp Be3sonacHoro NHTepHeTa B Poccuu
denepanbHag nporpamma 6e3onacHOro AETCKOro MHTepHeTa Forynb
0630p CcpeacTB poANTENLCKOro KOHTPONS
NHTepHeT 1 getu. CoeTbl No 6e3onacHocTm oT nabopatopumn Kacnepckoro
MpaBuna 6e3onacHon paboTbl B MHTEPHETE OT KOMMNaHuu Microsoft
Ponvku no 6e30nacHOMY MCMOAb30BaHUID MHTEPHETA OT KoMnaHum Google



http://www.school567.edu.ru/ucasimsa/internet-bezopasnost/setevicok-rf
http://www.school567.edu.ru/ucasimsa/internet-bezopasnost/setevicok-rf
http://detionline.com/helpline/about
http://detionline.com/helpline/about
http://detionline.com/helpline/about
http://www.friendlyrunet.ru/
http://www.saferunet.org/
http://gogul.tv/
http://zoom.cnews.ru/publication/item/25940/1
http://www.kaspersky.ru/keeping_children_safe
https://technet.microsoft.com/ru-ru/library/cc722487.aspx
http://www.youtube.com/watch?v=3Ap1rKr0RCE




	ПАМЯТКА ПО БЕЗОПАСНОСТИ В СЕТИ ИНТЕРНЕТ

